


‎Title of the Invention
‎
‎System and Method for Unlocking a Computational Device Using Brainwaves During Quick Touch Contact
‎
‎Field of the Invention
‎
‎This invention relates to computational device security, identity verification, and brainwave unlocking systems. Specifically, it is a system built directly into a device frame that scans a user’s unique brainwaves during a quick touch gesture, removing the need for separate external accessories like headbands or earbuds.
‎
‎Background of the Invention
‎
‎Right now, if a person wants to track their brainwaves, they must wear an extra accessory. These accessories have major flaws: headbands are bulky, large, and highly noticeable in public; earbuds are hard to use because everyone’s ear canal is shaped differently, and moving your jaw breaks the sensor connection. Wristbands read arm movements rather than checking brain signals for secure access. Because of this, there is currently no fast, practical way to use your brainwaves to unlock a computational device in public without wearing an extra device.
‎
‎Summary of the Invention
‎
‎This invention changes this setup completely. Instead of making a user wear an extra accessory, it builds an invisible, see-through sensor layer directly into the chassis or display element of a device.
‎The system turns your brain scan into a fast, natural 1-to-3 second gesture (such as briefly touching a sensor edge of the device housing to a forehead, temple, or behind the ear). To clean up the massive muscle noise caused by the arm and face during this quick touch, the device uses an automated smart filtering program (sBSS). This software maps out muscle noise and subtracts it to isolate a clean, pure brainwave pattern locally inside the device’s secure hardware chip.
‎
‎
‎Detailed Description of Preferred Embodiments
‎
‎
‎Hardware Setup
‎
‎The biometric system is built directly into a computational device. The device features an outer side frame made from a metal that conducts electricity, such as aluminum, stainless steel, or titanium. This metal frame serves as the system’s ground line.
‎The computational device includes an outer protective layer. Built into an edge or surface of this outer layer is an invisible, see-through conductive layer made of Indium Tin Oxide (ITO). This transparent layer functions as the main sensor. Both the metal side frame and the clear sensor are wired internally to a specialized biological amplifier chip mounted on the device’s main circuit board.
‎In an alternative wearable embodiment, the computational device is configured as a pair of smart glasses. The device housing comprises an eyewear frame featuring at least one temple arm (ear-stem) and a lens retention rim. The first electrical contact (the ground line) comprises an electrically conductive metallic strip or coating disposed along the interior surface of the temple arm, positioned to maintain continuous, direct contact with the skin of the user’s cranial region (such as behind the ear or above the temple) when worn. The cranial sensing electrode comprises an invisible, transparent conductive layer (such as Indium Tin Oxide or graphene) embedded within or across the outer surface of the eyewear lens itself, or embedded along an outer edge/bezel of the lens retention rim.
‎To initiate an authentication measurement event in this wearable embodiment, the user performs a quick touch contact gesture by gripping the conductive temple arm with their hand and briefly pressing their index finger or thumb against the conductive layer of the lens, thereby completing the closed, body-guided bioelectrical circuit loop through the hand, arm, and head. Alternatively, the closed loop is established passively when the glasses are worn, wherein the temple arm serves as the ground line against the side of the head, and a nose-bridge sensor or frame-edge sensor serves as the cranial sensing electrode making continuous skin contact, allowing the processor to execute the sBSS noise-filtering script to isolate clean neural components in real-time during a 1-to-3 second verification window.
‎
‎The Body-Guided Electrical Circuit Loop
‎
‎To read a brainwave, electricity must flow in a complete loop.When a user grips the metal outer frame of a handheld device or wears the conductive temple arm of an eyewear frame, and brings the respective screen or lens sensor into contact with their skin, it completes a closed electrical loop through the user’s body.. Tiny electrical patterns (brainwaves) pass from the brain, through the skull, and directly into the sensor, while the ground current returns safely through the user’s arm back to the computational device’s frame structure.
‎
‎The Software Processing and Noise-Filtering Pipeline
‎
‎Because the user may tense their arm or facial muscles during a manual touch gesture or while wearing the device housing against their head, the raw electrical signal arrives mixed with heavy noise. The software separates the clean brainwave signature from this messy stream in three distinct phases:
1. ‎The Frequency Split: The internal computer processor dynamically splits the raw signal into two parallel frequency bands. Band A is calibrated between 0.5 Hz and 50 Hz to capture actual Alpha and Beta brainwaves. Band B is calibrated between 50 Hz and 150 Hz to capture muscle tension signatures.
2. ‎Subtraction via Source Separation: When the user touches the device sensor to their head, the sensor receives a mixed stream containing both quiet brainwaves and loud muscle noise. To separate them, the processor uses an intelligent noise-filtering program called semi-blind source separation (sBSS). Without needing an external pre-recorded physiological database or template library, this sBSS software treats the high-frequency muscle noise isolated in Band B as a dynamic, real-time reference map. It tracks the specific patterns of this physical tension, treats it as an independent noise source, and mathematically subtracts and removes the loud muscle noise from the primary data feed using an Independent Component Analysis (ICA) program in under two seconds. This peels away the muscle distortion to isolate a clean stream of the underlying Alpha and Beta brainwaves.
3. ‎Encryption and Security Matching: The remaining clean brainwave patterns are compiled and converted into a complex, encrypted mathematical token code. This code is cross-referenced locally inside the device’s secure storage chip (Secure Enclave) to verify identity against a saved user profile and instantly unlock the device. No personal brainwave data or secure codes are ever sent over the internet or cloud networks.
‎
‎
‎Live Implementation
‎
‎
‎Connection & Wiring Map
‎
‎In a multi-channel setup, the system uses multiple recording channels. A first skin electrode connects to Channel 1 (CH1), while extra sensors placed along the device chassis can route to Channel 2 (CH2) or Channel 3 (CH3) to record from different regions of the head or ear simultaneously. The processor samples these channels at the exact same time to map out and delete background noise.
‎In single-channel setups, the device processor receives a single raw data stream from CH1 and uses a mathematical single-channel decomposition program (such as Variational Mode Decomposition or Wavelet Transform processing). This program mathematically splits the single channel into multiple virtual channels, allowing the filtering software to successfully isolate and subtract the muscle noise from just one physical sensor.
‎
‎Hardware Specifications
‎
‎• The Sensor Substrate: An Indium Tin Oxide (ITO) clear layer on the device housing with an electrical resistance profile of less than 100 ohms to capture tiny microvolt voltages cleanly.
‎• The Ground Grid: A metal device side frame connected directly to the system’s low-impedance ground circuit line.
‎• The Amplifier Module: A standard, medical-grade bio-chip, such as a Texas Instruments ADS1299 biosensing chip, mounted on the main circuit board to handle incoming biological signals.
‎• The Processor Link: An onboard ARM Cortex-M55 microprocessor optimized with hardware accelerators to calculate the math equations locally inside the device.
‎
‎Software Execution Steps
‎
1. ‎Data Capture: The amplifier samples the bioelectrical signal from the user’s hand-to-head contact at a minimum rate of 500 Hz over a quick touch window lasting between 1 and 3 seconds.
2. ‎The Initial Filter: A digital filter script cleans the raw data stream, stripping away random static interference below 0.5 Hz and above 150 Hz.
3. ‎The Separation Script: An in-device software program runs an automated source separation framework using an open-source FastICA, AMICA, or reference-assisted filtering algorithm. The software treats the 50–150 Hz muscle noise band as an active reference map vector. By using this live signal trait as a constraint guide, the algorithm computes the data grid and subtracts the muscle noise in under 2 seconds.
4. ‎The Identity Match: The clean brainwave signal left behind is processed using a Fast Fourier Transform (FFT) to convert time data into wave patterns. The processor maps the exact location of individual Alpha (8–12 Hz) and Beta (12–30 Hz) frequency peaks, cross-referencing them against the saved encrypted lock matrix profile inside the secure chip to verify the user.
‎
‎
‎
‎CLAIMS
‎
‎1. A biometric authentication system integrated into a computational device, comprising:

· A device housing: comprising an eyewear frame having at least one temple arm and a lens-retaining portion;

· A first electrical contact: comprising an electrically conductive strip or coating disposed along an inward-facing surface of the temple arm and configured to establish electrical contact with a user’s skin when the computational device is worn;


·  cranial sensing electrode/electrodes: comprising an electrically conductive layer disposed on or within a lens, the lens-retaining portion, a nose-bridge portion, or a frame-edge portion of the device housing, and configured to establish electrical contact with the user’s body during a biometric authentication interaction;

· Differential bioelectrical acquisition circuitry: electrically coupled to the first electrical contact and the cranial sensing electrode and configured to acquire differential bioelectrical signals associated with cranial bioelectrical activity through an electrical measurement path involving the user’s body;


· Contact-triggered signal acquisition: wherein a processor is configured to detect an authentication contact condition associated with the user’s contact with the computational device and initiate acquisition of the differential bioelectrical signals during an authentication measurement interval;

· A signal-processing pipeline: wherein the processor is configured to:

  
  - process the acquired differential bioelectrical signals to obtain a first frequency component comprising frequencies between 0.5 Hz and 50 Hz and a second frequency component comprising frequencies between 50 Hz and 150 Hz;
  - use the second frequency component as a real-time reference for estimating physiological artefacts, including muscle-related interference, present in the first frequency component;
  - apply source-separation processing, comprising automated semi-blind source separation, to estimate and reduce physiological artefacts and contact-related interference in the acquired signals; and
  - derive neural-signal features from the processed signals for biometric authentication;

· A local biometric authentication module: comprising a memory storing biometric authentication data associated with an enrolled user, the module being configured to generate a biometric representation from the derived neural-signal features, compare the biometric representation with the stored biometric authentication data, and selectively permit or deny access to a protected function of the computational device based on the comparison; and

· Local processing and security: wherein the processor and local biometric authentication module are configured to perform the signal processing and biometric comparison within the computational device without requiring transmission of the acquired differential bioelectrical signals to a remote server to perform authentication.
‎
2) The system of claim 1, wherein the cranial sensing electrode comprises a clear conductive film embedded on a transparent surface of the device housing made of a transparent electrically conductive material, including indium tin oxide (ITO), graphene, silver nanowires, a conductive polymer, or a combination thereof.
‎
3) The system of claim 1, wherein the source separation processing framework executed by the processor comprises an automated semi-blind source separation (sBSS) algorithm configured to treat an isolated high-frequency muscle noise band between 50 Hz and 150 Hz as a real-time reference vector, thereby isolating localized electromyography (EMG) muscle tension signatures caused by the temporary contact gesture as a statistically independent noise source to execute a real-time matrix subtraction without dependency on a pre-stored physiological template database.
‎
4) The system of claim 1, wherein the processor is localized within a secure hardware cryptographic enclave integrated within the computational device housing, and wherein the secure hardware cryptographic enclave is configured to process the neural signal components and perform the comparison with stored authentication data locally, independent of external network transmission or cloud infrastructure.
‎
5)The system of claim 1, wherein the computational device housing comprises an eyewear frame featuring at least one temple arm and a lens retention rim, and wherein the first electrical contact is disposed along an interior surface of the temple arm to make continuous contact with a user’s cranial region when worn.
‎
6)The system of claim 5, wherein the cranial sensing electrode comprises an invisible, transparent conductive layer embedded across an outer surface of an eyewear lens secured within the lens retention rim.
‎
7)The system of claim 6, wherein the temporary cranial contact authentication event is initiated by a manual touch gesture wherein the user grips the conductive temple arm and simultaneously touches the transparent conductive layer of the eyewear lens with a finger.
‎
‎ABSTRACT
‎
‎A biometric authentication system built into a computational device, such as a smartphone or a pair of wearable smart glasses, for secure user verification via a quick touch contact gesture. The system includes a device housing with an electrically conductive element, such as a phone frame or an eyewear temple arm, that makes contact with a user’s body to act as a ground line. A transparent cranial sensing electrode is built into an outer surface of the device, such as a display screen glass layer or an eyewear lens, to temporarily touch a user’s skin. Together, these elements form a closed body-guided electrical circuit loop through the user to measure a live differential electrical signal during a brief 1-to-3 second gesture. An onboard processor executes an automated semi-blind source separation (sBSS) algorithm using an isolated high-frequency muscle noise band as a live reference map vector. The algorithm mathematically subtracts muscle tension and contact interference in real-time to isolate clean neural signal components. The resulting uncorrupted brainwave patterns are matched against stored authentication data locally within a secure hardware cryptographic enclave to control device access.
‎

